User Management - MFA

A user can enable Multi Factor Authentication (MFA) from their own profile. This will mean that
when the user logs in as normal with their Il username and password, they will also be asked for a
Security code which will be generated by an authenticator app.

Click on your username on the top right of Il and select User Profile

User Profile
Create New Customer
Edit Profile

Release Motes

Logout

Click on the Configuration tab and select Enable on MFA at the bottom of the page
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MultiFactor Authentication (MFA)

Erafiic il MFA Mothod 5N

The user will need to install an authenticator app such as Google Authenticator or Twilio Authy.
When they Enable MFA per above they will be presented with a QR code that they can scan in the
authenticator app.

Then click on Apply in the QR code box and click on the blue Save button on the user profile.



Enable MFA

1. Download an authenticator app like Google
Authenticator or Authy to your mobile device

2. Scan the following QR code from the
authenticator app to start getting the Interpreter
Intelligence securnty code

3. Click on the apply button

4 Save user preferences

At next login, the Il user will enter their Il username and password as normal and they will also be
asked for a Security code which will be generated by an authenticator app. Various authenticator
apps will have slightly different functionality but usually you click on your account in the app and this
generates a code which will be active for a short period of time. Once the user enters a valid security
code they can access Il as normal.

If a user can no longer login using MFA, for e.g. they removed the authenticator app or lost access to
it, an Internal agency user can switch off MFA by going to Admin -> User Management and
unchecking the MFA Enabled box and saving the user profile. The user can then login without MFA.
Note that Internal agency users cannot enable MFA for other users; only individual users can enable
this on their own account.

User: agency.adminflinterpreterintelligence.com (Agency Admin)
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If a user has multiple accounts on Il (e.g. Internal & Interpreter) they can have MFA enabled for
each account but they should rename their accounts in the authenticator app to avoid any confusion
when logging in.



